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(54) Information recording device and information reproducing device with license management 



(57) The information reproduction device for repro- 
ducing the contents information based on the license in- 
formation added to the contents information and re- 
quired for reproducing the contents information, in- 
cludes a determining section ( 1 ) for determining wheth- 
er the encrypted contents information is the officially 
copied contents information or privately copied contents 
information based on the contents of the license infor- 



mation, and a reproduction section (4.5,6) configured to 
reproduce the contents information determined as the 
privately copied contents information by the determining 
section under more severe restrictions than the officially 
copied contents information. Thus, the contents copied 
by the proper route (officially copied contents) can be 
distributed in a more advantageous form than the con- 
tents copied without proper authorization. 
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Description 

[0001] The present invention relates to devices for recording and reproducing the contents, including images, voice 
data and the like. 

s [0002] The digital contents reproduction devices including a CD player are popularly accepted because of clear tone 
quality and less degradation of tone quality caused by long-term use. However, it has become possible to copy digital 
contents free of degradation by faithfully duplicating it bit by bit, and in actuality such devices have already been 
commercialized. The presence of such copying device is a great advantage to the contents user, but for the contents 
provider it is not desirable because such device exerts tremendous influence on the sales of contents. 

w [0003] Consequently, the contents provider copes with new digital devices (and media) when they are commercial- 
ized by not providing them with the contents. However this condition causes big interference to popularization of new 
electronic devices, and prevents not only almost all people from enjoying the convenience but also contents providers 
from enjoying business chances. 

[0004] On the other hand, the privately copied contents for the user to enjoy the contents personally is the right 

?5 authorized by the Copyright Law. and in actuality, for many electronic devices, the privately copied contents has been 
admitted with some restriction to the duplication system (restriction to the analog recording, etc.). However, when digital 
recording becomes the mainstream in years to come, it becomes difficult to determines the privately copied contents 
from officially copied contents, and at the same time, it becomes difficult to determine whether the copy is the privately 
copied contents or the authorized copied contents. 

20 [0005] By the way in this invention, the privately copied contents means the copy for local use and carried out by 
the person who liat> no doaloiship of the relevant source (digital contents), while the officially copied contents means 
the copy for globcl use nnd canned out by the person who has the dealership to the relevant source. That is, the officially 
copied contents arc only able lo be acquired by the means equivalent to the conventional contents sales, which include 
the sales from an election c chopping mall on the Internet. 

25 [0006] Accordingly it ic object ot the present invention to provide an information reproduction device, an infor- 
mation recording device «nd information soiling device, and an information purchasing device, and an automatic in- 
formation vending machine which can increase demands for officially copied contents on the official market and build 
up the information Distribution mechanism suited for interest of the contents provider, contents user, and electronic 
device manufacturer by changing over the reproduction system of the relevant contents by determining whether the 

30 contents are the officially copied contents or privately copied contents, and permitting more advantageous utilization 
form for the officially copied contents than lor the privately copied contents. 

[0007] According to tnc present invention in order to solve the above-mentioned problems, by controlling the use 
of contents by license information corresponding to the contents and at the same time, pasting a digital signature to 
the license information corresponding to the encrypted contents, which is the officially copied contents, with a secret 
35 key of an public key cryptosystem which the contents selling server only knows, the officially copied contents and 
privately copied contents arc determined by the presence of the digital signature, and the reproduction system of the 
contents are varied based on the judgment results. 

[0008] The information reproduction device according to the present invention reproduces the contents information 
based on the license information required for reproducing the contents information added to the contents information 
-to and comprises a determining section configured to determine whether the encrypted contents information is officially 
copied contents information or privately copied contents information and a reproduction section for reproducing the 
contents information determined as the privately copied contents information with restrictions much severer than for 
the officially copied contents information 

[0009] It may be determined whether the contents are the officially copied contents information or privately copied 
•*$ contents information based on the verification information tor verifying the officially copied contents contained in the 
license information. 

[0010] The utilization condition of the contents information contained in the license information is more restricted for 
the privately copied contents information than for the officially copied contents information. 

[0011] The license information added to the contents information may be encrypted or decrypted by the key infor- 
so mation prepared based on the information dependent on the identifier of the recording medium in which the contents 
information is recorded 

[001 2] The judging section may determine whether the contents information is the original contents pursuant to the 
contents of the license information, and if it is determined to be the original contents information, the second repro- 
duction section for reproducing the contents information without restriction may be further included. 
55 [0013] According to the information reproduction device of the present invention, a structural difference is provided 
in the reproduction system of privately copied contents as well as officially copied contents and original contents, and 
expansion of the personal use is prevented with privately copied contents admitted, thereby protecting the copyright 
and contents providers In addition, if the contents are unjustly transferred to a separate recording medium, that is. 
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copied since the license information is dependent on the recording medium, the license' information is unable to be 
decrypted from the illegal copying medium and as a result the contents are unable to be decrypted. Therefore, whether 
it is privately copied contents or officially copied contents, the license information mast be remade for the copy and 
because it is the just recording device that can do it (for example, that knows the function V). restriction to number of 

$ — .copies. is accurately carried out.-and-unjust-use of-the-contents-are-able to-be-prevented: — 

[0014] A first information recording device according to the present invention is an information recording device for 
recording the contents information (may be encrypted and may not be encrypted) and the license information (may 
include a decrypting key for the encrypted contents information) required for reproducing the contents information and 
added to the contents information, the information recording device comprising a determining section for determining 

to the type ol input contents information, a generating section for generating the license information based on the type 
determincc by the determining section, the information dependent on the identifier of the recording medium, and a 
recording section for recording the contents information to the recording medium together with the license information 
generated by the creation section. The license generating section may generate the license information based on the 
utili/ahcn condition of contents information in addition to the type determined by the determining section and the in- 

75 formniKxi ccpendent on the identifier of recording medium. 

[001 S] I he contents information to be input may be restricted to analog signais 

[0016] According to the first information recording device according to the present invention, discriminating the type 
of contents and providing the environment in which duplication is allowed only by the severer restrictions than the 
source contents differentiate the privately copied contents from the officially copied contents put on the official market 

20 and roirtiivcly increase the value of the officially copied contents, thereby contributing to the expansion of market of 
offtciriiiy cuuied contents. In addition, when the contents are unjustly transferred to another media, that is, copied, since 
the hecrse information is dependent on the media, for example, the license information is unable to be decrypted and 
as rt result the contents are unable to be decrypted, and the license information must be re-generated lor copying 
whether it is pnvateiy copied contents or officially copied contents, and this is only achieved by a proper recording 

2S device ror example that knows the function V), and the number of copy times is able to be definitely restricted, and 
thorolorc tho un|ust use is able to be prevented. Furthermore, restricting the recorded source contents to analog 
contents only can cause quality degradation of the contents every time duplication is made when the digital contents 
are recorded and this could serve as the deterrent of duplication and at the same time relatively increase the value of 
officially copied contents and thereby the sales market of the officially copied contents are able to be secured more 

30 deftnlely 

[0017] A second information recording device according to the present invention is an information recording device 
for recording contents information and license information added to the contents information and required for repro- 
ducing the contents information in a recording medium, comprising a generating section for generating the license 
information inducing verifying information for verifying that the license information is the officially copied contents based 
35 on the information oependent on the identifier of the recording medium and the utilization condition of the contents 
information and a recording section for recording the contents information as well as the license information generated 
by the generating section to the recording medium. 

[0018] The second information recording device is able to be used for the contents selling device and contents 
purchasing device for selling and purchasing the officially copied contents For the license information, since the license 
JO information dependent on the recording medium is generated, whether it is the privately copied contents or officially 
copied contents, the license information must be re-generated for the copy and the device allowed to do this is only 
the proper recording device (for example, that can know the function V), and the number of copies is able to be 
definitely restricted, and thereby unjust use is able to be prevented. 

[001 9] This summary of the invention does not necessarily describe all necessary features so that the invention may 
•*s also be a sub-combination of these described features. 

[0020] The invention can be more fully understood from the following detailed description when taken in conjunction 
with the accompanying drawings, in which: 

^ FIG. 1 is a diagram showing one example of data configuration of digital license information; 

50 FIG. 2 is a diagram showing one example of data configuration of encrypted digital license; 

FIG. 3 is a diagram showing one example of data configuration of license header contained in the digital license 
information: 

FIG 4 is a diagram showing one example of data configuration of contents utilization condition contained in the 
digital license information: 

55 FIG. 5 is a diagram showing one example of data configuration of the analog license information; 

FIG. 6 is a diagram showing one example of data configuration of digital signature; 

FIG 7 is a diagram showing one example of data configuration of the digital signature header contained in the 
digital signature 
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FIG. 8 is a diagram showing a configuration example of contents reproduction device of the first embodiment 
according to the present invention 

FIG. 9 is a diagram showing a configuration example of the original contents reproduction section of FIG. 6: 
FIG. 1 0 is a diagram showing a configuration example of privately copied contents reproduction section of FIG. 3: 

5 FIG. 1 1 is a diagram showing a configuration example of officially copied contents reproduction section: 

FIG. 1 2 is a flowchart for explaining the processing operation of the contents reproduction device of FIG. 8: 
FIG. 1 3 is a flowchart for explaining the reproduction processing operation of the original contents: 
FIG. 14 is a flowchart for explaining the privately copied contents reproduction processing operation. 
FIG. 15 is a flowchart for explaining the officially copied contents reproduction processing operations; 

io FIG. 16 is a diagram showing a configuration example of encrypted contents decrypting section included in the 

officially copied contents reproduction section of FIG. 11; 

FIG. 17 is a diagram showing a configuration example of encrypted license decrypting section included in the 
encrypted contents decrypting section of FIG. 16: 

FIG 18 is a flowchart for explaining the encrypted contents decrypting processing operation: 
is FIG. 1 9 is a flowchart for explaining the encrypted license decrypting processing operation; 

FIG. 20 is a diagram showing other example of encrypted digital license information, where the digital signature 
is not externally added: 

FIG 21 is a diagram showing a configuration example of the contents recording device of the second embodiment 
according to the present invention: 

20 FIG 22 is a diagram showing the configuration example of privately copied contents generating section of FIG. 21 ; 

FIG. 23 is a diagram showing a configuration example of the original contents generating section of FIG. 21; 
FIG. 24 is a flowchart for explaining the processing operation of the contents recording device of FIG. 21; 
FIG 25 is a flowchart for explaining the privately copied contents generating processing operation: 
FIG. 26 is a flowchart for explaining the privately copied contents generating processing operation; 

25 FIG 27 is a flowchart for explaining the original contents generating processing operation: 

FIG. 28 is a flowchart for explaining the original contents generating processing operation; 
FIG. 29 is a flowchart for explaining the original contents generating processing operation; 
FIG 30 is a diagram showing one example of data configuration of copied form information: 
FIG 31 is a diagram showing one example of data configuration of utilization condition information in the copied 

30 form information of FIG. 30: 

FIG 32 shows a configuration example of the contents recording device of the sixth embodiment according to the 
present invention, where the source contents are restricted to analog contends only: 
FIG. 33 is a flowchart for explaining the processing operation of the contents recording device of FIG. 32: 
FIG. 34 is a flowchart for explaining the processing operation of the contents recording device of FIG. 32; 

35 FIG. 35 is a diagram showing a configuration example of the contents selling device of the seventh embodiment 

according to the present invention: 

FIG 36 is a diagram showing a configuration example of the license generating section of the contents selling 
device of FIG. 35: 

FIG. 37 is a flowchart for explaining the processing operation of the contents selling device of FIG. 35; 
40 FIG. 38 is a flowchart for explaining the license generating processing operation; 

FIG. 39 is a diagram showing one example of data configuration of purchase requesting information; 
FIG. 40 is a diagram showing a configuration example of the contents purchasing device; 
FIG. 41 is a flowchart for explaining the processing operation of the contents purchasing device: and 
FIG. 42 is a flowchart for explaining the processing operation of the contents purchasing device of FIG. 40. 

45 

[0021] A preferred embodiment of an information recording/reproduction device according to the present invention 
will now be described with reference to the accompanying drawings. 

First Embodiment 

50 

[0022] First, the terms used in the following description will be defined. 

[0023] License information falls into two broad general categories: one to be embedded in the contents information 
itself and the external information related to the contents information as additional information. The former is achieved 
in the analog layer by an electronic water-mark technique, and is called the analog license information in this case. 
55 The latter is achieved in a digital layer and therefore called the digital license information. Furthermore, the two are 
jointly called the license information. 

[0024] Contents can be classified into four kinds as shown in the table below: legacy contents, plain contents, or 
analog contents (hereinafter called the analog contents), original contents, officially copied contents for global use. 
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and privately copied contents for local use. 



70 



Table 1 



Kind 


Signature 


Compression 


Encryption 


Medium-dependency 




Officially Copied Contents 


"Yes 


Yes 


Yes 


Yes 




Privately Copied Contents 


No 


Yes 


No 


Yes 


Original Contents 


No 


Yes 


No 


No 


Plain Contents 


No 


No 


No 


No 



15 



25 



30 



40 



50 



55 



[0025] The original contents information is either the contents information of one's own work or the copy-free contents 
information with no specific restriction to use Consequently, the original contents information is compressed but not 
encrypted, not medium-dependent (prevents free copy to other medium), free of digital signature, and with the addition 
of the digital license information with the license header only later discussed. 

[0026] The officially copied contents information means the contents information encrypted by the person who pos- 
sesses the selling right of the contents information. The officially copied contents information has not only the contents 
information compressed and encrypted but also has the addition of the digital license information with the digital sig- 
nature that certifies the sales right. It is medium-dependent and is unable to be freely copied to other medium. 
[0027] The privately copied contents information means the contents information copied by the person who has no 
selling right of the contents information. The privately copied contents information has the contents information com- 
pressed and encrypted as well as has the addition of digital license information only with the license header tree of 
digital signature. 

[0028] Next discussion will be made on the specific construction of the digital license information. The digital license 
information Lo comprises the license header (LH) ; contents key (Kc), contents utilization condition (U), certificator 
MAC. and digital signature. 

[0029] The license header is data of fixed length comprising the length of license information shown in FIG. 3, contents 
identifier (ID), copy information, and contents key length The length of license information shows the total length of 
the license information and is utilized when license is extracted. The copy information is the information for determining 
whether the contents information is original contents information, officially copied contents information, or privately 
copied contents information. The length of the contents key shows the length of contents key contained in the license 
information. 

[0030] The contents utilization condition U in the digital license information shows the utilization condition of the 
contents information corresponding to the digital license information, and has the configuration shown in FIG 4. In 
FIG 4, the digital output flag Fe. when "1." permits the digital output of the contents information and does not permit 
when "0." The effective date information shows the effective date of the contents information Similarly, the effective 
number of times shows the number of times in which the contents information is utilized. These are ail data of fixed 
length specified by the system. 

[0031] By the way the digital license information shown in this specification is only an example, and are varied in 
various ways in accordance with application forms. 

[0032] The certificator is the data for determining whether or not the contents key and contents utilization condition 
contained in the digital license information is correct, and has effects of error detection and tamper-proof. 
[0033] The digital signature comprises a digital signature header and digital signature as shown in FIG. 6. The digital 
signature header comprises the total length (bit length) of the digital signature and the kind of the digital signature and 
the signature verification key No as shown in FIG. 7. 

[0034] Because the digital license information Lo contains the contents key Kc. it must be encrypted. However on 
the other hand, encrypting all the digital license information gives rise to the need of decrypting only for acquiring the 
copy information or the need of encrypting those which originally do not need encryption such as the original contents 
information To avoid this, in the present embodiment, a configuration that limits the scope of encryption only to the 
contents key, contents utilization condition, and certificator as shown in FIG. 2. 

[0035] Hereinafter, the data in which the information I is encrypted by key K is expressed with l[K] or [K]i. For en- 
crypting the digital license information and the contents information, the use of common key encryption is premised. 
The common key encryption is an encryption technology in which the encryption key and decryption key coincide. In 
the following embodiment, there are descriptions to encrypt with a decryption key or to decrypt with an encryption key 
depending on the context, but this does not contradict because of the foregoing reasons. 

[0036] The encrypted digital license information has the structure as shown in FIG. 2 and the pari excluding the 
license header and the digital signature is encrypted by the license key later described in detail. 
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[0037] Next description will be made on the analog license information. The analog license information is embedded 
in the contents information itself as the electronic water-mark, and since it is embedded in the reproduced plain contents 
information, it is still effective even if the copyright protection of the contents by encryption is broken. However, on the 
other hand, since the information is embedded in the contents information itself, it has a defect to take time for em- 
s bedding. 

[0038] Therefore, tn the present embodiment, for the analog license information, the structure as shown in FIG. 5 is 
considered. That is, the analog license information La comprises the copy time restriction information and copy infor- 
mation and the copy time restriction information indicates the upper limit value of the number of copies (no restriction 
included) of the contents information, and the copy information is the information same as the copy information con- 

to tamed in the license header LH of FIG. 3. 

[0039] Hereinafter, as the first embodiment of the present invention, a contents reproduction device that determines 
whether the input digital contents information is at least officially copied contents information or privately copied contents 
information and even original contents information according to circumstances based on the encrypted digital license 
information and varies the reproduction system of the contents based on the determination results. 

is [0040] The overall configuration diagram of the contents reproduction device of the first embodiment according to 
the present invention is shown in FIG. 8 and the flow of processing is shown in the flowchart of FIG. 1 2. Referring now 
to the flowchart oi FIG. 12. the contents reproduction device of FIG. 8 is described. For the contents information, the 
digital contents information (encrypted contents information (Kc[C]) or not encrypted contents information C) is input 
together with the encrypted digital license information L. 

20 [0041] First ol all by the reproduction instruction from the reproduction interface (IF) section 3 : contents information 
Kc[C| HMd enciypted digital license information L are input in the contents input section 2 (step S1 ) These pieces of 
information is sent to the whole control section t , and referring here to the license header of the encrypted digital 
license information whether the contents information is the original contents information or privately copied contents 
information or officially copied contents information is determined (steps S2 to step S4). Based on the determination 

25 results reproduction processing of the original contents information, reproduction processing of the privately copied 
contonts information and reproduction processing of the officially copied contents information is carried out (steps S6 
to steps S8) 

[0042] Because those which do not correspond to these three kinds of contents are contents which are unable to be 
interpreted in the contents reproduction device according to the present invention, an error output is generated, and 

30 processing is ended (step S5) 

[0043] The reproduction processing for each contents information based on the three kinds is carried out in relevant 
reproduction sections 4 5 and 6 of FIG. 8 These specific configuration and the flow of processing will be later de- 
scribed but it is important to achieve a configuration in which the contents information is allowed to flow from the 
officially copied contents reproduction section 5 to both analog output section 8 and digital output section 7, but not 

35 allowed to flow from the privately copied contents reproduction section 4 to the analog output section 8 only. The analog 
output section 8 is defined to be of relatively low quality and to output under the non-compressed state, and to include 
not only analog signal.outputs but also low-bit-rate digital signal output. The digital output section 7 is defined to be of 
relatively high quality and to output under the compressed state, and not to include analog signal output. That is, the 
privately copied contents information is allowed to be reproduced only for the purpose of local use, and with respect 

io to the secondary utilization such as cutting and pasting part of the contents information, there is a high possibility for 
the user to deviate from the scope of the personal use and the contents provider is unable to permit. In the present 
invention, in view of this point, structural differences are provided for the method of reproducing the privately copied 
contents information and officially copied contents information, or original contents information, and by preventing 
expansion of the use of privately copied contents information while admitting the recording of the privately copied 

is contents information, the copyright and the contents provider are protected. 

[0044] The configuration diagram of the original contents reproduction section 6 of FIG. 8 is shown in FIG. 9 : and 
the flow of the processing in FIG. 1 3. The original contents information is the non-encrypted contents information as 
described above, and is also referred to as the plain contents information. With respect to the license information, in 
the present embodiment, the digital license information comprises a license header only, and with respect to the analog 

so license information, an unrestricted number of copies is set. 

[0045] Referring now to the flowchart of FIG. 13 the reproduction section 6 of the original contents information of 
FIG. 9 is described. 

[0046] The original contents information C is input in the contents input section 6c (step S21), the compression 
system such as MPEG. etc. is depressed or decompressed at the data decompressing section 6f (step S22), and the 
55 digital contents information C outputted as a result is converted from the digital signal to the analog signal (D/A con- 
version) at the D/A converting section 6g (step S23). And if the analog license information La embedded in the contents 
information is detected at the analog license information detecting section 6d (step S24), the control section 6a deter- 
mines whether the contents information is the original contents information or not by referring to the copy information 
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therein (step S25). If it is not the original contents information, the error is outputted and processing is ended at the 
moment (step S29), if it is the original contents information, the control section 6a determines whether the digital output 
instruction is provided or not. If the digital output instruction is provided (step 326), the digital signal Cd is outputted 
via the digital output section 6e (step S30). and otherwise, the digital contents information C is converted from the 
" 5 digital-signaMo-the-analog-signah^^ - 
(steps S27-S2S). 

[0047] FIG. 10 shows the configuration diagram of the privately copied contents reproduction section 4 of FIG. 8 and 
FIG. 1 4 shows the flow of the processing. As described above, the privately copied contents information is the contents 
information which is encrypted and which does not contain the digital signature for certifying that it is the officially copied 
to contents information in the digital license information. 

[0048] Referring now to the flowchart of FIG. 14, the privately copied contents reproduction section 4 of FIG. 10 will 
be described in detail. 

[0049] The privately copied contents information Kc[C] is input in the encrypted contents inputting section 4b together 
with the encrypted digital license information L (step S31 ). These pieces of information is sent to the encrypted contents 
is decrypting section 4c ; where the encrypted digital license informatbn L is decrypted by the processing later described 
in detail (step S32), and the encrypted contents information Kc[CJ is decrypted using the contents key Kc contained 
in the digital license information. In addition, from the digital license information, the utilization condition U is extracted 
(steps S33-S35). 

[0050] The control section 4a checks the utilization condition U (step S36), and if it is determined inapplicable, it 

20 outputs the error and ends the processing (step S42). If it is determined applicable, the control section 4a determines 
whether the conditions stated in the utilization condition U deviate from the range (upper limit) permitted to the privately 
copied contents information or not. This is to cope with tampering etc. of the application conditions, and if it deviates, 
the control section 4a sets the condition to the upper limit value and advances to step S37, or outputs the error to-end 
the processing (step S42). By doing this, it is able to cope with forgery of license information as a system. 

25 [0051] The control section 4a feeds the decrypted contents information C to the data decompressing section 4d, 
decompresses the compression data such as MPEG data, etc., and outputs the digital contents information Cd (step 
S37). After the digital contents information Cd is converted from the digital signal to the analog signal by the D/A 
converting section 4e (step S38), the analog license information detecting section 4f detects the analog license infor- 
mation embedded in the contents information (step S39). The control section 4a determines whether the contents 

30 information is privately copied contents information or not by referring to the copy information in the analog license 
information (step S40). If it is not the privately copied contents information, the control section outputs the error and, 
ends at the moment (step S43). If it is the privately copied contents information, it is D/A converted by the D/A converting 
section 4e and the analog contents information Ca is outputted via the analog output section 4g (step S41). By the 
way, even if the digital output instruction is provided, the digital output is not carried out. 

35 [0052] FIG. 1 1 shows the configuration diagram of the officially copied contents reproduction section 5 of FIG. 8 and 
FIG. 15 shows the flow of the processing. As described above, the officially copied contents information is the contents 
information which is encrypted and which contain the digital signature for certifying that it is the officially copied contents 
information in the digital license information. 

[0053] Referring now to the flowchart of FIG. 1 5, the officially copied contents reproduction section 5 of FIG. 11 will 
40 be described ift detail. 

[0054] The officially copied contents information Kc[C] is input in the encrypted contents inputting section 5b together 
with the encrypted digital license information L (step S51 ). These pieces of information is sent to the encrypted contents 
decrypting section 5c, where the encrypted digital license information L is verified whether the digital signature is added 
to the encrypted digital license information by the processing later described in detail, and if it is added, the information 
^5 is verified for the officially copied contents information by verifying the digital signature using the digital signature 
verification key (steps S52-S53). If the digital signature is not added in step S52, or if the digital signature is not verified 
in step S53. the error is outputted and processing is ended (steps S64-S65). 

[0055] If the digital signature is able to be verified at step S53. the encrypted digital license information is decrypted 
by the processing later described in detail (step S54) and the encrypted contents information is decrypted using the 
50 contents key Kc included in the digital license information. In addition, the utilization condition U is extracted from the 
digital license information (steps S55-S57). 

[0056] The control section 5a checks the utilization condition U (step S58), and if it is determined inapplicable, it 
outputs the error and ends the processing (step S66). If it is determined applicable, the control section 5a determines 
whether the conditions stated in the utilization condition deviate from the range (upper limit) permitted to the privately 
55 copied contents information or not. If it deviates, the control section sets the condition to the upper limit value and 
advances to step S59. or outputs the error to end the processing. By doing this, it is able to cope with forgery of license 
information as a system. 

[0057] The control section 5a feeds the decrypted contents information C to the data decompressing section 5d. 



7 



BNSOOCID <EP 1035543A2_I_> 



EP 1 035 543 A2 



decompresses the compression data such as MPEG data. etc.. and outputs the digital contents information Cd (step 
S59) After the digital contents information Cd is O/A converted by the D/A converting section 5e (step S60), the analog 
license information detecting section 5f detects the analog license information embedded in the contents information. 
The control section 5a determines whether the contents information is officially copied contents information or not by 

5 referring to the copy information in the analog license information (step S61). If it is not the officially copied contents 
information, the control section outputs the error and ends at the moment (step S67). If it is the officially copied contents 
information, when the digital output instruction is provided (step S52), the digital contents information Cd is D/A con- 
verted via the digital outputting section 5i (step S68). and if not, the digital contents information Cd is D/A converted 
by the D/A converting section 5e and the analog contents information Ca is outputted via the analog output section 5g 

10 (step S63). 

[0058] Next description is made on the encrypted contents decrypting sections 4c, 5c contained in the privately 
copied contents reproduction section 4 (FIG. 10) and the officially copied contents reproduction section 5 (FIG. 11). 
This configuration section exists in the privately copied contents reproduction section 4 and officially copied contents 
reproduction section 5, and both have similar configurations. First, discussion will be made on the encrypted contents 
75 decrypting section 5c of the officially copied contents reproduction section 5, and with respect to the encrypted contents 
decrypting section 4c of the privately copied contents reproduction section 4, the difference from the encrypted contents 
decrypting section 5c only will be discussed. 

[0059] FIG. 16 shows a configuration example of the encrypted contents decrypting section 5c and FIG. 18 shows 
the flow of the processing. Referring now to the flowchart of FIG. 18, the encrypted contents decrypting section 5c is 
20 described. 

[0060] When the decrypted contents information Kc[C] and decrypted digital license information L are inputted to 
the encrypted license decrypting section 5c (step S71), at the encrypted license decrypting section 5c, the media ID, 
which is the identifier of media M in which the contents information is recorded is acquired through the media ID 
extracting section (in the case of the officially copied contents reproduction section 5, through media ID extracting 
2S section 5h and in the case of the privately copied contents reproduction section 4 t through media ID extracting section 
4h) (step S72). Using the media ID, a license decrypting key w is prepared by the section later discussed in detail, and 
the decrypted digital license information is outputted (step S73). 

[0061] Of the digital license information shown in FIG. 1 : the certiftcator is calculated from the contents key Kc and 
the contents utilization condition U (step S75). The certificator should be such a value that an output of one-directional 
30 function to which the information concatenating, for example, the contents key with the contents utilization condition 
are inputted. 

[0062] The role of the certiftcator in this event is to detect the error so that the erroneous contents decryption key or 
utilization condition due to the erroneous license key w is not outputted Generation of the certificator is achieved by 
the one-directional function. The one-directional function is able to be achieved by the hash function or encryption 

3S function, and is the function which is unable to estimate the input value from the output value. 

[0063] The MAC collating section 102 collates the certificator calculated from the output of the encryption license 
decrypting section 101 with the certificator MAC originally contained in the digital license information of FIG. 1 also 
outputted from the encryption license decrypting section 101 (step S76). determines that the outputted contents de- 
cryption key Kg is reliable if they coincide (step S77), and using this Kc ; decrypts the encrypted contents information 

40 by the contents decrypting section 103 (step S73). If the certificators do not coincide, the error is outputted to end the 
processing (step S81 ). 

[0064] When the certificators are collated and the encrypted contents information is decrypted, the contents infor- 
mation C and the utilization condition U are outputted : and processing of the encrypted contents decrypting section is 
ended (step S79). 

45 [0065] Next discussion is made in detail on the encrypted license decrypting section 101, which is a component 
element of the encrypted contents decrypting section 5c. The configuration is shown in FIG. 17 and the flow of the 
processing is shown in FIG. 19. 

[0066] Referring now to the flowchart shown in FIG. 19, the encrypted license decrypting section 101 is described. 
[0067] When the encrypted digital license information L is inputted (step S91 ), first, at the digital signature detecting 
so section 101 a, detection of the digital signature takes place (step S92). That is, the digital signature is detected by the 
use of the data in the license header, for example, using the following formula, the head address of the digital signature 
is calculated. 

55 Head address of the digital signature 

= head address of the encrypted digital license information 
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+ (license header length + contents key length + length of contents utilization condition +■ length of certificator) 

[0068] The digital signature verification key acquiring section 1 01 b acquires the fixed-length digital signature header 

5 _ - from the head add ress-of this digital signature (see FIGS^5 and-7~) r and-based on-the total length-of-the digital-signature - 

stated in it : kind of signature, and number of signature detection key : the signature algorithm and the verification key 
are specified. When the kind of signature and the number of signature verification key are acquired, based on this, the 
digital signature verification key storing section 1 0n f is searched, and the kind of the signature, signature algorithm 
corresponding to the number of the signature verification key, and the verification key are acquired (step S94). 
io [0069] When the digital signature (header) is unable to be detected, the error is outputted and processing is ended 
(steps S93 S101). 

[0070] When the digital signature is detected, then, the digital signature verifying section 1 01c verifies the detected 
digital signature by the use of the signature algorithm specified by the digital signature header and the signature ver- 
ification key of the signature verification key number (step S95). 

75 [0071] The digital signature here is assumed to be the signature by the public key cryptosystem. That is, the author- 
ized server or distributor with the signature creation key (secret key) only is able to generate the license tile that cor- 
responds to the officially copied contents information. Even if any one other than those possesses a reproduction 
device, what exists in the reproduction device is the signature verification key (public key) only. Because the difficulty 
to find the secret key from the public key guarantees the safety of the public key cryptosystem, the use of the sufficiently 

20 safe public key cryptosystem can prevent the creation of the digital signature corresponding to Ihe third party who does 
not know the secret key. This guides to the notion in that the party that can generate the license corresponding to the 
officially copied contents information is the authorized distributor. However, on the other hand, the public key crypto- 
system is not always safe because of the development of the attack method (deciphering method). In view of this, it 
is constructed to specify and change the signature algorithm and signature verification key as required in the header 

25 of the digital signature. 

[0072] When the signature verification result is determined to be NG in the digital signature verifying section 101c, 
the error is outputted (steps S96, SI 02). Otherwise, the license key generating section 101d acquires the media ID 
(MID) of the media in which the encrypted contents information is recorded (step S97), and using the function T secretly 
held in the reproduction device the license key w dependent on the media is obtained from the equation: 



30 



w = f(MID) 



(step S9S). 

35 [0073] This is a mechanism for preventing decryption of the encrypted digital license information and as a result 
disabling the decryption of the contents information because only the license key w dependent on the media is obtained 
when the contents information is transferred to other media, that is, when the contents information is copied. 
[0074] In this way, whether it is the privately copied contents information or officially copied contents information, for 
copying the encrypted digital license information must be re-generated, but since the device that can achieve this is 

40 a proper recording device that knows the function T, restriction to the number of copies is definitely carried out. and 
the unjust use is thereby prevented. In this sense, it is desirable that the hardware or firmware that realizes the function 
T exists in tamper-proof LSI. 

[0075] The license decrypting section 101 e decrypts the encrypted digital license information using the license key 
w generated in this way (step S99), obtains and outputs the digital license information Lo (step S100). 

45 [0076] This completes description of the encrypted contents decrypting section 5c of the officially copied contents 
decrypting section 5 and the encrypted license decrypting section 101 which is the component element. The encrypted 
license decrypting section 101 of the encrypted contents decrypting section 4c of the prtvaleiy copied contents repro- 
duction section A, and the digilal signature detecting section 101 c of FIG. 17, digital signature verification key acquisition 
section 101b : digital signature verification key storing section 101f, and digital signature verification section 101c are 

so not required as configuration and processing of these is not required. 

[0077] Next description is given on several variations of the contents reproduction device discussed above. 
[0078] First of all, in the overall configuration of FIG. 8. a case in which the reproduction section that is different in 
accordance with the type of contents information is installed completely independently is shown, but this is not always 
required. Practically, reproduction processing varies in accordance with the type of the license file, but as described 

55 above, there are many parts in which processing is similar Consequently, bringing the parts which carry out the same 
processing to one circuit can reduce the circuit scale. Conversely, even in the circuit which has the same functions, 
changing specifications for each reproduction section can improve the safety. For example, using a different algorithm 
for each kind of contents information in the data decompressing sections 4d, 5d, and 6f, respectively, of each repro- 
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duction sec* makes it difficult to falsify the kind of contents information by tampering the license information. 
[0079] A jnfiguration of the reproduction device that does not have the original contents reproduction section 6 is 
able to be considered. In such event, the original contents information is unable to be reproduced on the reproduction 
device side, and the contents information is limited to two kinds: officially copied contents information and privately 
5 copied contents information. By doing this, there is a problem in that the self-made contents information is regarded 
as the privately copied contents information, but on the other hand t there can be avoided the problem of recording and 
unconditionally reproducing non-serf-made contents information such as dubbing of contents information from radio 
or TV. 

[0080] With respect to the digital signature, in addition to adding the license information as in the case of FIG. 1 . a 
10 form to carry out double encryption and affix the signature may be accepted, in which encryption is carried out by the 
signature creation key Ks after encryption by the license key w is carried out. The determination whether decryption 
is properly carried out or not is definitely made by the certificator MAC so that decryption is unable to be properly carried 
out even in the configuration as shown in FIG. 20, or whether the contents information is decrypted by different signature 
creation key or with a correct signature verification key. By doing this, the data size of the digital signature can be 
is reduced. 

[0081] According to the first embodiment, it is possible not only to control the use of encrypted contents information 
by the license information corresponding to the encrypted contents information but also to provide a system for dis- 
criminating the officially copied contents information from privately copied contents information by the presence of the 
digital signature, for changing the reproduction form of the contents information based on the discrimination results, 

20 and for reproducing in more advantageous mode for the officially copied contents information than the privately copied 
contents information by pasting signature with the secret key of the public key cryptosystem which only the contents 
selling server authorized to sell the contents information knows to the license information corresponding to the en- 
crypted contents information, which is the officially copied contents information. Consequently, it is possible to prevent 
expansion of personal use and to protect the copyright and the contents provider while permitting the privately copied 

25 contents information. In addition when the contents information is unjustly transferred to another recording medium, 
that is, copied, since the license information is dependent on the recording medium, for example, the license information 
is unable to be decrypted, and as a result, the contents information is unable to be decrypted. Consequently, whether 
it is the privately copied contents information or the officially copied contents information, for the copy, the license 
information must be re-generated, and ft is only the just recording device which knows : for example, the function V 

30 that can re-generate the license information, and the restriction to the number of copies is able to be definitely exercised, 
and thereby the unjust use can be prevented. 

[0082] Other embodiments of the information recording and reproducing device according to the present invention 
will be described. The same portions as those of the first embodiment will be indicated in the same reference numerals 
and their detailed description will be omitted. 

35 

Second Embodiment 

[0083] The reproduction device according to the first embodiment previously described premises to have plural kinds 
of contents information, and requires a recording device for generating the plural kinds of contents information, and 

^0 as the second embodiment, the contents recording device is described. The present embodiment may be integrated 
with the reproduction device of the first embodiment to form a contents recording/reproduction device. 
[0084] The overall configuration of the contents recording device related to the present embodiment is shown in FIG 
21 , and the processing flow is shown in the flowchart of FIG. 24. Referring now to the flowchart of FIG. 24, the contents 
recording device of FIG. 21 is described. 

45 [0085] To the contents input section 202, the encrypted contents information (Kc[C]) or non-encrypted contents in- 
formation C is input together with the encrypted digital license information L as the contents information (step S201). 
[0086] The overall control section 201 determines the kind of the contents information referring to the license header 
of the encrypted digital license information (steps S202, S204, S206). If the contents information is the officially copied 
contents information (Yes of step S202), the overall control section 201 sends these data to the privately copied contents 

so generating section 204 and advances to the privately copied contents creation processing (step S203) 

[0087] If the contents information is the privately copied contents information (Yes of step S204), the overall control 
section 201 sends these data to the privately copied contents generating section 204 and advances to the privately 
copied contents creation processing (step 205). 

[0088] If the contents information is the original contents information (Yes of step S206), the overall control section 
55 201 sends these data to the original contents generating section 205, and begins original contents generating process- 
ing (step S207). 

[0089] By changing the recording technique in accordance with the kind of contents information as described above 
and providing the environment in which at most the privately copied contents information only is generated in the 
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recording device, the officially copied contents information put on the format market and the privately copied contents 
information is differentiated, and the value of the officially copied contents information is increased relatively, thereby 
contributing to the expansion of the market of the officially copied contents information. 

[0090] Next, the privately copied contents generating section 204 of the contents recording device of FIG. 21 is 

5 deseribed-in-detail.-FIG.-22-shows a eonfiguration-example-of the privately copied contents generating section-204 and 

FIGS. 25 and 26 show a flow of the processing. 

[0091] Referring now to the flowcharts shown in FIGS. 25 and 26, the privately copied contents generating section 
204 is described 

[0092] When the privately copied contents information is recorded (copied), first of all, the encrypted contents infor- 
10 mation Kc[C]. the encrypted digital license information L, and copy form information Qare input from the contents input 
section 204b. and processing begins (step S211). 

[0093] The copy form information Q has a structure shown in FIG. 30. That is : in the copy form information Q. the 
category of contents information after the copy (category of copied contents information) and utilization condition of 
the copied contents information (utilization condition information) are stated. 
is [0094] Now. the utilization condition information has a structure shown in FIG. 31 , comprises a digital output flag Fe : 
effective date information, effective number of use information, and number of copy restricting information, which are 
information to be embedded in the information stated in the digital license information and analog license information, 
respectively. 

[0095] As will be clear in the following processing, these pieces of information is not always reflected as they are in 
20 accordance with the caicgory of the contents information after copy. As described later each upper limit value of the 

utilization condition i* specified in accordance with the category of contents information after copy as discussed later, 

and it is not allowed to set the utilization condition exceeding the upper limit value. By doing this, privately copied 

contents information o'ticinlly copied contents information, and original contents information is discriminated for the 

use, and a system suited tor pro'ito of the contents provide is materialized. 
25 [0096] Now. the inouued encrypted contents information Kc[C] and the encrypted digital licensing information L. and 

copy form information O aro sont tot ho control section 204a. and the encrypted contents information Kc(L] and the 

encrypted digital license mtomaiion L ate sent to the contents decrypting section 204e. 

[0097] At the contents decoding section 204e. same as contents reproduction of the contents reproduction device 
according to the first omh-nrtmoni thr encrypted contents information is decrypted That is, the media ID (MID) is 
30 acquired from the medM M on the source side through the media ID acquiring section 206 (step S212), and using the 
media ID and hidden function V a license key w is generated at step S213 from a relational formula of 



w = f(MID) 

35 

and the encrypted digital license information L is decrypted (step S214). From the decrypted digital license in- 
formation, the contents decryption key Kc is extracted (step S215). In addition, from the digital license information, a 
certificator is extracted, and by verifying the certificator, the contents decryption key Kc is checked for freedom of error 
(step S216). And using the contents decryption key Kc, the encrypted contents information is decrypted, and the con- 

40 tents information C is obtained (step S21 8). 

[0098] The contents information C decrypted by the contents decrypting section 204e is sent to the analog license 
detection/modifying section 204f via the control section 204a. Here, first of all, the contents information C is sent to 
the data decompressing section 204g. where compression of the contents information C is depressed (step S219), 
and the depressed digital contents information C is D/A converted (step S220), and the analog contents information 

45 ca is obtained. From this analog contents information Ca, the analog license information is extracted (step S221 ), and 
the kind of the contents information is specified by the copy information of the analog license information. 
[0099] If the contents information of the source is the officially copied contents information (step S222), the copy 
information of the analog license informalion as shown in FIG. 5 is modified as the privately copied contents information 
(step S226), and similarly, the number of copy restriction information of the analog license information is set to the 

so upper limit value permitted to the privately copied contents information (step S227). 

[0100] On the other hand, if the contents information of the source is the privately copied contents information (step 
S223). the number of copy restriction information of the analog license information is subtracted by one (step S224). 
[0101] If the contents information of the source is neither the officially copied contents information nor the privately 
copied contents information, the error is outputted (step S228). 

55 [0102] The analog license information presently recorded is erased and the analog license information generated in 
the foregoing processing is embedded in the analog contents information instead (step 225). Further, after it is A/D 
converted to the digital contents information Cd (step S229), the contents information is sent to the data compressing 
section 204h and undergoes the compression processing (step S230), and new contents information C is obtained 
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[0103] The new contents information C is sent to the contents encrypting section 204d together with the contents 
encryption key Kc from the analog license information detecting/modifying section 204f via the control section 204s 
[0104] At the contents encrypting section 204d. the inputted contents information C is encrypted by the inputted 
contents decrypting key, and the decrypted contents information Kc[C] is obtained (step S231). 

5 [0105] On the other hand, the control 204a refers to the digital output flag, effective date information, and number 
of effective use restriction stated in the utilization condition information of the copy form information Q. and make sure 
these conditions do not deviate from the range of the privately copied contents information. If it deviates, the contents 
utilization condition U is generated in such a manner that it can be contained in the digital license information in the 
range authorized in the privately copied contents information (step S232). 

10 [0106] Next, the certificator MAC is calculated from the contents decryption key Kc and the contents utilization con- 
dition U (step S233). The computation method is the same as the computation carried out for confirming the certificator 
by the contents reproduction device of the first embodiment previously discussed. 

[0107] Furthermore, to the part of the copy information of the license header, the information of the privately copied 
contents and others are calculated and stored, and the digital license information of the contents are completed 
75 [0108] Then, for encryption of the digital license information, from the target side (recording side) media M\ the media 
ID (MID) is acquired through the media ID acquiring section 206 (step S235). From the acquired media ID (MID), the 
license key w is generated at step S236 by 

20 w = f(M!D) 

[0109] This creation system is the same as the creation system of the license key generated for the encryptecTdigital 
license information L discussed for the processing of the contents decrypting section 204e previously discussed. How- 
ever, since MID differs from the case of the former a different license key is generated. 
25 [0110] By changing the data of the encrypted digital license information before and after the copy in this way, illegal 
copy is able to be prevented (even when the data is simply copied to other medium, it is unable to be decrypted). 
[0111] Using the license key w obtained in stepS236 ; the digital license information Lois encrypted and the encrypted 
digital license information L is obtained (step S237). 

[0112] With the foregoing, all the data to be recorded are completed, and the encrypted contents information Kc[C] 
30 and encrypted digital license information L are recorded in the target-side media M' via the contents recording section 
208 and the license recording section 207, respectively (steps S238-S239). 

[0113] Next, the original contents generating section 205 in the contents recording device of FIG. 21 is described in 
detail. FIG. 23 shows the configuration of the original contents generating section 205 and FIGS 27 to 29 shows the 
flow of the processing. 

35 [0114] Referring now to the flowcharts shown in FIGS. 27 to 29, the original contents generating section 205 of FIG. 
23 is described. 

[0115] When the original contents information is copied, first of all. the contents information C and copy form infor- 
mation Q are input from the contents input section 205b and processing begins (step S241). 

[0116] The contents information C is sent to the analog license information detecting/modifying section 205d via the 
to control section 205a, and from here, by processing of the data decompressing section 205g ; the contents information 
is depressed (step S242). 

[01 1 7] The depressed digital contents information Cd is subject to D/A conversion, and the analog license information 
is detected (steps S243-S234). Here, if it is the original contents information, it is not detected, but if part of the data 
is tampered and the contents information is input by pretending to be the original contents information, the error is 
45 outputted upon detection of the analog license information and the processing is ended (steps S245-S246). 

[0118] If the source is the original contents information, whether it is copied as the original contents information or 
as the privately copied contents information is determined by the category of copy information of the copy form infor- 
mation Q (step S247). 

[0119] Because for the original contents information the contents with the copyright to users themselves as defined 
50 previously, the contents information is able to be copied into the non-encrypted original contents information or privately 
copied contents information. Naturally copying the contents as the original contents enables reproduction under more 
advantageous conditions but if the author him or herself wants to set some kind of restriction to the utilization form in 
the copied contents information, the object is fulfilled by recording it as privately copied contents information. 
[0120] If the contents information should be copied as the privately copied contents information, it is necessary to 
ss advance to step S248 and record the analog license information in the contents information. Consequently, the analog 
license information is generated, the copy information is designated as the privately copied contents information, the 
number of copy restriction is set not to exceed the upper limit value of the number of copies permitted in the number 
of copy restriction information contained in the utilization form information Q, the analog license information is embed- 
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ded to contents information C, A/D converted, and then, further compressed by the data compressing section 205h 
and a new contents information C is obtained (steps S243 to S252). 

[01 21 ] On the other hand, when the contents information is copied as the original contents information, it is necessary 
to advance from step S247 to step 3251 . A/D convert without generating the analog license information (steps S245 

-5- "to S 2 50)7 "carry out compression pfocessirfgT and obtain the" colitehts Infdmlation CTsteps"S25 1" to" S252). 

[0122] The contents information C generated by the above-mentioned processing is sent from the analog license 
information detecting/modifying section 205d to the control section 205a ; and the processing procedure is changed 
whether the contents information is copied to the privately copied contents information or to the original contents in- 
formation referring to the copy form information Q by the control section 205a (step S253). 

10 [0123] First of all when the contents information is copied to the original contents information, encryption is not 
required : and the license generating section 205c generates the digital license information and license header only 
are generated, and the copy information in the license header is designated as "original contents information" (step 
S264). and the digital license information is recorded in the target-side media via the license recording section 207 
(step S2621 Now. the digital license information in the case of the original contents information is free of any encrypted 

75 part because only the license header exists, and the license key does not need to be generated. Because the contents 
information C does not need to be encrypted, either, rt is recorded on the target side media through the contents 
recording section 208 as it is (step S263). 

[0124] Next discussion is made on processing when the contents information is recorded as the privately copied 
contents information. When the contents information is recorded as the privately copied contents information (step 

20 S253). the contents information C is encrypted, "and the encrypted digital license information L containing the contents 
decryption key Kc corresponding to the contents information is generated, and recorded in the media. The procedure 
is described sequentially. ■ - 

[0125] The control section 205a sends the contents information C to the contents encrypting section 205e,: where 
an instruction is given to the contents decryption key generating section 205f and a contents key Kc is generated (step 

25 S254). With the generated contents decryption key Kc, the contents informafion C is encrypted (step S255), and the 
encrypted contents information Kc[C] is obtained. The encrypted contents information Kc[C] is delivered to the contents 
recording section 20S and recorded in the target-side media (step S263). 

[0126] On the other hand, after the contents decryption key Kc is once delivered to the control section 205a. it is 
delivered to the license generating section 205c At the license generating section 205c : media ID (MID) of the target- 
30 side media is obtained from the media ID acquiring section 206 (step S256), and by 

w = f(MID) 

35 a license key w is generated (step S257). 

[01271 The contents utilization condition U contained in the digital license information is determined in the range 
permitted for the privately copied contents information referring to the utilization condition information of the copy form 
information Q (step S258). 

[0128] Then : from the contents key Kc and the utilization condition U, a certificator MAC is generated (step S259). 
40 With this, the digital license information Lo is generated (step S260), and using the license key w generated previously 
the digital license information is encrypted, and the encrypted digital license information L is obtained (step S261). 
[0129] The obtained encrypted digital license information L is recorded in the target-side media by the license re- 
cording section 207 (step S262). 

[01 30] As described above, according to the contents recording device of the second embodiment, when the contents 
45 information (may be encrypted or may not be encrypted) and the license information (may be encrypted or may not be 
encrypted) added to the contents information, which is required for reproducing said contents information is recording 
in a recording medium, the category of the contents information input is determined, the license information is rewritten 
based on the determined category and the information dependent on the identifier of the recording medium, the contents 
information is recorded in the recording medium together with the license information. The license information may be 
50 rewritten based on the utilization condition of the contents information. In rewriting the license information, it is not 
allowed to be rewritten into the license information of the officially copied contents information. Consequently, only the 
copy information which can be only reproduced under the severer restrictions than the source contents information is 
alfowed to be generated, and the officially copied contents information put on the formal market and the privately copied 
contents information is differentiated, and the value of the officially copied contents information is increased relatively, 
55 thereby contributing to the expansion of the market of the officially copied contents information. In addition, because 
in the license information, the information dependent on the recording medium is included whether it is the privately 
copied contents information or the officially copied contents information, for the copy, the license information must be 
re-generated, and it is only the just recording device which knows, for example, the function "f" that can re-generate 
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the license information, and the restriction to the number of copies is able to be definitely exercised, and thereby the 
unjust use can be prevented. 

[0131] Next description will be made on several modified examples (third to sixth embodiment) of the second em- 
bodiment. 

5 

Third Embodiment 

[01 32] When contents information other than the original contents information (particularly officially copied contents 
information) is generated (copied), it is desirable to degrade the contents to a proper level by the privately copied 

10 contents generating section 204. This is because the degradation discourages the expectation to copying and promotes 
the sales of the officially copied contents information put on the formal market. In this sense, noise may be added to 
the contents information in the analog license information detecting/modifying section 204f or the compression ratio 
in the data compression may be increased to achieve this scheme. For this purpose, two degrading methods are able 
to be assumed: a method for adjusting the compression ratio of the data compressing section 204h to cause degradation 

75 and a method for increasing the degree of embedding when the analog license information is embedded to cause 
degradation in the contents information. Particularly in the latter case, there is an advantage that the analog license 
information is difficult to be peeled. 

Fourth Embodiment 

20 

[0133] It is able to design a lecoiding device (or a recording/reproduction device) that does not admit the original 
contents information as n kind of contents information. The device of such kind is obtained by eliminating the original 
contents generating section 205 in the configuration of : for example, FIG. 21 and in the above description, by eliminating 
the processing concerning the entry of the original contents information and the copy of the original contents information. 

25 [0134] Conversely wncn the entry of the original contents information is permitted, a method for limiting the input 
terminals that recogni/os tho input as 1ho original contents information is assumed. According to this method, taking, 
for example, a mechanism fcr allowing the voice input from the microphone terminal to be recorded as the original 
contents information but the voico input Irom the radio terminal to be recorded as the privately copied contents infor- 
mation can determine thr kind cf copy information by the input medium, and even when the copy information is not 

30 input in the format of the recording device the voice not only is able to be recorded but also is able to determines 
whether the copy is from the original contents information or not. 

Fifth Embodiment 

35 [0135] The contents reproduction device of the first embodiment and the contents recording device of the second 
embodiment have independent mechanisms respectively, but it is also possible to consider a recording/reproduction 
device of an integrated form In such event it is possible to share the media ID acquiring section, data compressing 
section, data decompressing section etc. wnich are component elements with the same function's. 

•to Sixth Embodiment 

[0136] There allowed to exist is a form in which the source contents information to be input is iimited to the analog 
contents information only, and copy to the privately copied contents information only is allowed. By doing so, when the 
digital contents information is recorded, the contents quality degradation is able to result from allowing the contents 
-*5 information to pass the analog layer once, and degradation equivalent to that of conventional privately copied contents 
information is achieved, and the privately copied contents information from the viewpoint of the contents quality is' 
achieved. 

[0137] The configuration of such contents recording device is shown in FIG. 32 and the flow of the processing in 
FIGS. 33 to 34. 

so [01 38] Referring now to the flowchart shown in FIGS. 33 to 34, the contents recording device of FIG. 32 is described. 
[0139] The analog contents information Ca is input from the contents inputting section 301 (step S301). The input 
analog contents information Ca is sent to the analog license information detecting/modifying section 302, where the 
analog license information is extracted (step S302) and the restriction of number of copies contained in the analog 
license information is confirmed to be "1" or more (step S303). If it is not "1" or more, further copy is unable to be 

55 generated, and the error is outputted (step S304). 

[0140] The cases in which the analog license does not exist or the restriction of number of copies is "1 " or more are 
discussed. If the analog license information does not exist, the restriction ol number of copies is set to the upper limit 
of the privately copied contents information, and if the analog license information exists, the restriction of number of 
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copies is subtracted by one and in either case the analog license information with the copy informaiton set to the 
privately copied contents information is generated, and if the analog license information has already existed, after it is 
removed, the analog license information newly generated is embedded in the contents information (steps 3305-306). 
[0141] The contents information Ca with the analog license information embedded is sent to the A/D converting 

. s _ _ section.303 via-the-overall control section 304.-where-using the contents decrypting-key Ke generated by-the contents — 

key generating section 309. the contents information C is encrypted and the encrypted contents information Kc[C] is 
generated (steps S309-S310). 

[0142] The contents encrypting section 307 sends the contents decryption key Kc to the overall control section 304. 
while it is also sent to the license generating section 306 together with the utilization condition U determined by the 

10 whole control section 304. 

[0143] At the license generating section 306 : the certificator MAC is generated from the contents decryption key Kc 
and the utilization condition U ; and the digital license information Lo is generated. The generated digital license infor- 
mation Lo is sent to the license encrypting section 308, where using the license key w generated by the license key 
generating section 310. the digital license information Lo is encrypted (steps S11-S314). 

15 [0144] Now the flow of processing by the license key generating section 310 is described. At the license key gen- 
erating section 3^0 the media ID (MID) for recording the encrypted contents information is acquired via the media ID 
acqu ring secton 31 2 (step S312) and by the equation 



20 w = f(MID). 

the license key w is generated (step S313). 
[0145] Now the encrypted digital license L is recorded to the medium via the license recording section 311 -(step 
S315) Similarly the encrypted contents information Kc[C] is also recorded (step S3i6). 

25 [0146] By integrating the reproduction device that does not admit the originaKcontents information with the recording 
devico cf tho presenl embodiment or using them in a pair, a contents recording/reproduction device with higher security 
is able to be realized That is. when the contents information other than the recording/reproduction device of the present 
invention is input and recorded, the analog input only is admitted, and the digital contents information record is restricted 
to the prrvately copied conlents information This means that even in the digitally recording and reproducing world, 

30 since the contents information once passes through the analog contents information, improvement in the quality is 
unable to be expected from the quality of the conventional recording/reproduction system, and this not only serves as 
a deterrent of copying but also relatively increases the value of officially copied contents information and the sales 
market of the officially copied contents information is able to be secured more definitely. 

35 Seventh Embodiment 

[0147] In the present embodiment, the contents selling device and the contents purchasing device used for purchas- 
ing and reproducing the digital contents information from other party are described. Here one embodiment of a mech- 
anism for purchasing and selling the digital contents information, for example, via the Internet server or an automatic 
-to vending machine is described. 

[0148] First of all. the embodiment of the contents selling device is explained. The contents selling device means a 
selling device for generating and selling the officially copied contents information in response to the purchase request. 
In the present embodiment, for a contents selling server device, the shopping mall on the Internet materialized on the 
network is assumed 

-*5 [0149] FIG. 35 is an overall configuration diagram of the selling server, and FIG. 36 is the configuration diagram of 
the license generating section 403 of FIG. 35. 

[0150] First of all. referring to FIGS. 37 and 38 showing the flow of the whole processing of the selling server, the 
selling server is described. The selling server begins operalion by receiving the contents purchase request from the 
client (step S401). As shown in FIG. 39. the purchase request information comprises the ID information of the client 
50 who made a purchase request, contents ID (CID) of the contents information desired to purchase, purchase utilization 
condition (Uc). media ID (MID) of the recording media for the client to record the contents information, and the client 
address. 

[01 51] When the purchase request information is received, the selling server sends this to the overall control section 
402. and sends the contents ID contained in the purchase request information to the contents searching section 405, 
55 searches the contents database (DB) 407, and extracts the contents decryption key Kc and the selling amount P (and 
depending on the circumstances encrypted contents information Kc[C]) (step S402). 

[0152] Now. for the condition to take out the encrypted contents information Kc[C], for example, the contents ID is 
expressed with a sufficiently large bit number, and if there exists any redundant bit, one bit of the redundant bits may 
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be used as a flag for determining whether the encrypted contents information should be transmitted or not. 
[0153] Next (or simultaneously with the processing in contents searching section 405) the overall control section 
402 searches the credit number of the client from the client database (DB) 408 using the client ID as a key, and the 
credit is referred with the searched credit number (steps S403 and S404). If the credit reference result evidences that 
the payment is able to be made, the encrypted digital license information is generated based on the procedure described 
in detail as follows, and the encrypted digital license information is outputted to the client address (steps S405 though 
407). If as a result of the credit reference, it is evidenced that the payment is unable to be made, the effect is notified 
to the client address. The notice and the output may be made by electronic mail or when the network is directly con- 
nected, the network connected may be used. 

[0154] Referring now to the flowchart shown in FIG. 36 : the processing for generating the encrypted digital license 
information by the license generating section 403 of FIG. 36 is described. 

[0155] The license generating section 403 receives the entry of the media ID (MID) extracted from the contents 
decryption key Kc and the purchase request information outputted by the contents DB 407 and begins processing (step 
S411). 

[01 56] First of all, the license generating section 403 determines the utilization condition U, generates the certificator 
MAC from the contents decryption key Kc and the utilization condition U, and generates the digital license information 
Lo (steps S41 2 and S41 3). 

[0157] Then, by the media ID (MID) input the license generating section generates a license key w at step S414 by 

w = f(MID) 



[01 58] The license key generating section 403c sends the license key w and the digital license information Lo to the 
control section 403b and by the control section 403b ; the license information Lois encrypted to generate the encrypted 

25 digital license information (steps S415 and S416). 

[0159] Further, from the server secret key database (DB) 409, the key server secret key Ks and the secret key ID 
(KID) are extracted (step S417), the digital signature is affixed to the encrypted digital license information L with the 
secret key Ks (step S418) : and adding this information, the encrypted license L is generated. The generated digital 
license information L is outputted to complete the processing (step S419). 

30 [0160] This concludes the description of the contents selling device, that is, the selling server Next description is 
made on the mechanism of the contents purchasing device corresponding to the selling. The contents purchasing 
device may be the reproduction device itself, but it is not always the reproduction device itself, but may be any device 
such as personal computers, etc. or special-purpose device, to which network is connected. 

[0161] FIG 40 shows the configuration of the contents purchasing device, and referring now to the flowchart shown 

35 in FIGS. 41 to 42. the contents purchasing device is described. 

[0162] To the contents purchasing device, the contents ID of the contents information to be purchased is input through 
the contents selection interface (IF) 501 , and sent to the overall control section 502 (step S501 ) The contents selection 
IF 501 may be of the type to input the contents ID from the keyboard, or the user may input the contents ID by searching 
and specifying the contents information with the name of singer or composer used as a key by the special-purpose 

Jo search software'or input software. 

[0163] The overall control section 502 receives the contents ID entry and extracts the media ID (MID) from the media 
which records the contents information via the media ID extracting section 504 (or which has already recorded the 
contents information) (step S502). 

[0164] Then (or simultaneously), from the client information storing section 505, the client ID (of the purchaser), the 
45 client address are extracted (step S503), and based on these pieces of information extracted, the purchase request 
information as shown in FIG. 39 is transmitted to the selling server (steps S504-S505). 

[0165] In the present embodiment, the client information is stored in the client information storing section 505, but 
this section may be changed lo the entry from the outside to carry out the same processing. 

[0166] In addition, if the contents ID is transmitted from the contents selling device to the encrypted license L (if there 
50 is no encrypted contents information on the contents purchasing device side, together with the encrypted contents 
information Kc[C]) based on the purchase request information, the contents selling device records these in the media 
from which the media ID is extracted (steps S511-S512). 

[0167] This concludes the description on the configuration of the contents purchasing device and the flow of process- 
ing. From the above-mentioned configuration, it is clear that the contents purchasing device is able to be integrated 
55 with the contents reproduction device. That is, the configuration of the reproduction device shown in FIG. 6 is functionally 
independent fro the configuration of the selling client shown in FIG. 40, and a device which incorporates both functions 
is able to be configured. Similarly, the same relation holds for with the contents record ing/reproduction device described 
in the second embodiment. 
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[0168] Consequently, it is able to assume a system for integrating the contents selling device with the contents 
purchasing device. This is a device like an automatic vending machine of the contents information, and is able to be 
realized by using the fee collecting section 404 in the configuration of the contents selling device of FIG. 35 for the 
coin/bill detection/storing device in the automatic vending machine and recording the generated encrypted license L 

5 (and-enerypted-contents--informat^^ 

contents information purchasing device of FIG. 40. 

[0169] By achieving this kind of automatic vending machine : the client is able to bring the media to the automatic 
vending machine and purchase the contents information and the license. Needless to say, it is possible to configure 
an automatic vending machine with the contents purchasing device only In such event, the device must be connected 

10 to the contents selling device via telephone line. etc. 

[0170] As described above, according to the present invention, the contents information copied by the properly au- 
thorized party (officially copied contents information) is able to be distributed in the more advantageous form than the 
contents information copied without proper authorization (privately copied contents information). As a result, the de- 
mand of officially copied contents information is increased, and the information distribution mechanism suited for in- 

is terests of the contents provider, contents user, and electronic equipment provider can be provided. 



Claims 



20 1. An information reproduction device characterized by comprising: 

a contents inputting section (2) configured to receive contents information and license information including 
first information indicating whether the contents information is officially copied contents information or privately 
copied contents information; 

25 a determining section (1) configured to determine whether the contents information is the officially copied 

contents information or the privately copied contents information based on the first information of the license 
information; and 

a reproducing section (4. 5. 6) configured to reproduce the contents information based on a result of determi- 
nation by said determining section. 

30 

2. The information reproduction device according to claim 1, characterized in that said reproducing section can re- 
produce the officially copied contents information under a high quality digital reproduction, a low quality digital 
reproduction, and an analog reproduction and cannot reproduce the privately copied contents information under 
the high quality digital reproduction. 

35 

3. The information reproducing device according to claim 1 , characterized in that 

said first information includes verification information for verifying the officially copied contents information, and 
said determining section determines whether the contents information is the officially copied contents infor- 
40 mation or the privately copied contents information based on the verification information. 



4. The information reproduction device according to claim 1 , characterized in that 

said license information includes utilization condition information including effective date information and ef- 
45 fective number of times information, the utilization condition information for the privately copied contents in- 

formation being restricted more than the utilization condition information for the officially copied contents in- 
formation, and 

said reproducing section reproduces the contents information based on the utilization condition information. 



so 5. The information reproduction device according to claim 1 , characterized in that 

said license information is encrypted by key information generated based on information dependent on a 
recording medium in which the contents information is recorded. 

6. The information reproduction device according to claim 1 , characterized in that 

55 

said license information includes second information indicating whether the contents information is original 
contents information or not 

said determining section determines whether the contents information is the original contents information or 
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not based on the second information of th? license information: and 

said reproducing section reproduces the original contents information in a same manner as the officially copied 
contents information. 

. An information recording device characterized by comprising: 

a contents inputting section (202) configured to receive contents information and license information including 
first information indicating whether the contents information is officially copied contents information or privately 
copied contents information; 

a determining section (201 ) configured to determine whether the contents information is the officially copied 
contents information or the privately copied contents information based on the first information of the license 
information: 

an updating section (204, 205) configured to update the license information of the officially copied contents 
information by changing the license information to license information indicating the privately copied contents 
information and including information dependent on an identifier of a predetermined recording medium, and 
a recording section (207 : 208) configured to record the contents information and the license information up- 
drtied by said updating section in the predetermined recording medium. 

. The information recording device according to claim 7, characterized in that 

snd license information includes verification information for verifying the officially copied contents information, 
and 

srrd determining section determines whether the contents information is the officially copied contents tnfor- 
rrvition or the privately copied contents information based on the verification information. 

Tho information recording device according to claim 7, characterized in that 

said license information includes utilization condition information including effective date information and 
effective number of times information, the utilization condition information for the privately copied contents infor- 
mation being restricted more than the utilization condition information for the officially copied contents information 

0. An information recording device characterized by comprising: 

a contents inputting section (202) configured to receive analog contents information which is not compressed 
and encrypted 

a generating section (201 ) configured to generate license information indicating privately copied contents in- 
formation and encrypting the license information by identifier information of a predetermined recording medi- 
um, and 

a recording section (207 208) configured to record the analog contents information and the license information 
in the predetermined recording medium. 

1 . A method of generating license information attached to encrypted digital contents information and indicating wheth- 
er the digital contents information is officially copied contents information or privately copied contents information, 
characterized by comprising: 

encrypting encryption key information by information dependent on a predetermined recording medium: and 
performing a digital signature processing to an encrypted the encryption key information if, the digital contents 
information is the officially copied contents information 

2. The method according to claim 11 : further comprising: 

encrypting utilization condition information including effective date information and effective number of times 
information by the information dependent on the predetermined recording medium. 

3. An information reproduction method characterized by comprising: 

receiving contents information and license information including information indicating whether the contents 
information is officially copied contents information or not; 

determining whether the contents information is the officially copied contents information or not based on the 
license information: and 
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reproducing the contents information based on a result of determination by said determining the officially 
copied contents information being able to be reproduced under a high quality digital reproduction, a low quality 
digital reproduction, and an analog reproduction and non-officially copied contents information being enable 
to oe reproduced under the high quality digital reproduction. 

14. An information copying method characterized by comprising: 

receiving, from a first recording medium, contents information and license information indicating whether the 
contents information is officially copied contents information, privately copied contents information or analog 
to contents information and being encrypted by information dependent on the first recording medium: 

decrypting the license information: 

determining whether the contents information is officially copied contents information, privately copied contents 
information, or analog contents information; 

rewriting the license information of the officially copied contents information to license information indicating 
*s one of the officially copied contents information, privately copied contents information, and analog contents 

information: 

rewriting the license information of the privately copied contents information to license information indicating 
one of the privately copied contents information and analog contents information, 

rewriting the license information of the analog contents information to license information indicating one of the 
20 officially copied contents information, privately copied contents information, and analog contents information: 

encrypting rewritten license information by information dependent on a second recording medium: and 
recording a copy of received contents information and corresponding license information m the second re- 
cording medium. 

2S 15. An information selling system comprising: 

a server (401 -409) configured to store digital contents information: and 

a client (501 -506) configured to request the server of purchasing the digital contents information. 

30 characterized in that 

said client (501-506) sends a purchase request to the server, the request including an identifier of a desired 
digital contents information and an identifier of a recording medium in which purchased digital contents infor- 
mation is to be recorded, and 

35 said server (401-409) generates a copy of the desired digital contents information, encrypts the copy by the 

identifier of the recording medium, and sends encrypted copy to the client. 
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